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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution proposes a key issue for the security aspect of broadcast assistance data.
3
Detailed proposal
*** BEGIN CHANGES ***
5.X Key Issue # X: encryption of broadcast assistance data in eLCS 
5.X.1
Description
The improved performance of location service is expected to provide by 5G systems with support of function flexibility and scalability. Within the approved work item" NR Positioning Support", the Location of the transmission measurement function may be provided by network and define signalling for broadcast assistance data delivery. This function may invole the procedures that distribute the broadcast assistance data in eLCS. If  the broadcast assistance data is not be protected appropriately, it may lead to the subscribers’ privacy be leaked.
5.X.2 Security threats analysis
The broadcast assistance data from UE or RAN is calculated and compute its own location eventually. If the broadcast assistance data is not encrypted, the data could be eavesdropped by attackers. The privacy will be leaked as a result.
5.X.3
Potential security requirements

 The eLCS system shall support encryption of broadcast assistance data.
*** END OF CHANGES ***

